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Who Am I?
Stefan Prandl 
CTO of Hyprfire

Have been (and sometimes are):

- Lecturer
- Engineer
- Speaker (Cybercon, Blackhat, Cyberwest etc.)
- Mentor
- Hacker
- Am also recently: Dad

Disclaimer: All views and opinions expressed are my own, and do not reflect 
the views of my employer / company.



So I’ve been thinking about tech recently…



Introducing: The computer I used in high 
school



Who does your tech really work 
for?



Here’s The Problem





We used to have helpful 
technology…



But now it’s everywhere



What is Enshittification?

Term coined by Cory Doctorow: 
Describes platform decay as they shift value
from users to themselves.

Goal is to be a platform nobody can escape
that you need to pay to use forever.

Has bled over to other products like TV
and that’s why you need a 
million subscriptions.



How to get to Enshittification

Have a 
monopoly of 
some kind

Have a lot of 
cheap money or 

some way to get it

Eliminate external 
or internal 
resistance



The Three Stages

1.

Be Really Really 
Good To Users

2. 

Stop Being 
Good To Users, 

Be Good To 
Businesses

3.

Pull The Rug 
Out From 

Everyone, Profit 
Forever



Evacuate To Your Cool Supervillain Bunker In NZ



Turbocharge 

Enshittificaction

with AI



Generative AI: The Future?



What Is A Generative AI 
Exactly?

Large language models 
(programs that are good with language)

Good at predicting words! 
(autocomplete, but better!)

Still a cold, unthinking, unfeeling machine.

Fun fact:

We use language 
as a proxy for 

intelligence, so 
being good with 

language is a 
good way to fake 
being intelligent!



Why is this in everything?



Hidden Cost 1: Your Data



Hidden Cost 2: Environmental 
Impact



Hidden Cost 3: Stolen Training 
Data



Hidden Cost 4: Human 
Exploitation



Okay… so what are we doing 
with this?

1. Non-consensual porn in schools

2. AI “Slop” overwhelming social media & search results

3. Mass disinformation and manipulation

4. Undermining academic integrity

5. Eroding critical thinking skills

So I mean it’s all worth it right?



What could we be doing?

Examples:

Real time translation on your phone

Smart, personalised autocorrect

Helpful image tools

Natural text to speech

And all without doing anywhere near as much damage!



So… why aren’t we doing that?



Fixing Things



We should probably be doing 
some weeding.



Fix 1: Voting With Your 
Wallet

1. Buy Local, Buy Small Business 

2. Avoid Monopolies

3. Ask Some Questions:

a. My Data: Where is it stored? How long is it stored? Can I have it deleted?

b. Data Portability: Can I export my data and take it somewhere else?

c. Interoperability: Does it give access to my data to other tools?

4. If possible, look for Open Technologies first



Fix 2: Regulation 

Regulate stronger privacy to neutralise the business model

Mandate interoperability to break down walled gardens 
(EU’s DMA for example)



Fix 3: Change the Moral 
Imperatives

Buy better sourced technologies!

Good: Somewhere with better privacy laws (EU or similar)

Better: Australia!

Best: West Australia!

Make a market for local products, we export the expertise on 
how to do this to other countries because we don’t buy it here!



Back to Basics



Be More Mindful



Thank you!
Reach me on the internet:

● LinkedIn: linkedin.com/in/redezem

● Mastodon: https://aus.social/@redezem

Further reading:

- Cory Doctorow’s Blog: https://pluralistic.net

- Sarah Wynn William’s book “Careless People”

- Paris Marx’s “Tech Won’t Save Us” podcast: 

https://techwontsave.us

https://pluralistic.net
https://techwontsave.us


Q&A


